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Abstract—Load balancers have a decisive role in every enter-
prise network as they serve often as an entry point and have
major impact on the performance and the availability of the
network. While current load balancers are mostly implemented
as specific hardware components, we developed a load balancer
service based on the OpenFlow controllers to handle the load
of multiple services without the necessity for a specific piece
of hardware. This approach integrates the network and the
load balancing functionality and reduces the maintenance effort.
We increase the efficiency by providing dedicated and thus
specifically adapted load balancing algorithms for the involved
services. For example one controller handles the standard
network traffic between the server nodes and other network
components, while another controller handles the load-balancing
of the web-servers and another one the load-balancing of e-mail
servers. Furthermore experimental measurements in the local
OpenFlow island using the FlowVisor and NOX controllers prove
the performance capabilities of the developed prototype.

I. INTRODUCTION

Load balancers have a decisive role in every enterprise
network as they serve often as an entry point and have major
impact on the performance and the availability of the network.
They distribute the incoming server workload to an array
of replicated servers in order to serve more clients with a
minimum of latency and a maximum of throughput. This
operation requires a rewrite of the destination NAT in the
IP header. Incoming requests on one public IP are spread
to a private subnet of servers and vice versa. Often applied
load balancing strategies include policies such as round robin,
random, load-based or connection-based balancing.

The efficiency increase has a price in terms of service
availability, as the load balancers often represent a logical
single point of failure. This problem is usually addressed
by complex clustering solution, which on the other hand
requires deep understanding of administration, often coupled
with knowledge about the proprietary hardware solutions.
Nevertheless load balancers are essential for state of the art
data center and the services they provide.

In order to eliminate the complexity at the entry point in
a data center and thus reduce the probability of failure, we
analysed options to remove the separate hardware components
and to integrate the load balancing functionality with the
existing switching and routing elements. The basic for this
research is the OpenFlow approach for the design of adaptable
networks [1]. The load balancing algorithms are applied to the
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entries in the adaptable switches, so the two step operation —
definition of the query target and the forwarding of the query
to the determined server — are summarized into modification of
the flow tables in the corresponding switches. This approach
eliminates the necessity for a specific balancing component
and allows an extensible and efficient solution, as the load bal-
ancing algorithms can be selected based on various parameters,
e.g. the target service, the applied protocol, the current load
situation, the source IP address etc. Finally, by dividing the
functionality across multiple switches, we eliminate the single
point of failure. In worst case, one service network might
be offline, while the other service networks operate without
interruption, different than a data center entirely depending
on a (clustered) load balancer.

The feasibility of the proposed solution for the application in
large data centers is supported by performance measurements
in an existing OpenFlow island, which was created in scope
of the EU-funded project OFELIA [2].

The remaining of the paper is organized as follows. The next
section gives a short overview about the OpenFlow technology
and the main building blocks for the implementation of the
new load balancing concept. Section III describes the archi-
tecture of the proposed load balancing concept, while section
IV refers to the implementation details of the prototype.
Finally, Section V summarizes the results of the experimental
measurements within the OpenFlow island.

II. BACKGROUND AND RELATED WORK

The OpenFlow [1] approach aims to create a vendor inde-
pendent, standardized interface for adding and removing flow
entries on a switch. Thus, the networks flows can be defined
dynamically based on the current state of the network and
the expected load. The implementation is based on an API,
which allows the modification of the FlowTables representing
the forwarding decisions of a switch. The FlowTables consist
of flow entries [3] that compile the mapping between a
header information and the action to be executed as well as
a counter for each entry. The header is the pattern for the
matching process against the packet-header. Typical actions
are for example switching or routing operation like a packet
drop, forward or rewrite and forward to a port or ports. For
every match of a packet and the flow entry, the counter is
incremented and thus allows a statistical analysis of the usage
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dragon9621
高亮
負載均衡器在每一個企業網絡中的決定性作用，因為它們經常作為切入點，對性能和網絡的可用性產生重大影響。

dragon9621
高亮
雖然目前的負載均衡器大多實現為特定的硬件組件，我們開發了一種基於OpenFlow的控制器來處理多種業務的負載，而不需要特定的硬件負載平衡器服務。

dragon9621
高亮
這種方法集成了網絡和負載平衡的功能，並減少了維護工作。我們提高工作效率，提供專用的，因而具體來說自適應負載均衡算法，涉及的服務。

dragon9621
高亮
例如，一個控制器處理服務器節點和其他網絡組件之間的標準的網絡流量，而另一控制器處理的負載平衡的網絡服務器和其他的e-mail服務器的負載均衡。

dragon9621
高亮
使用FlowVisor和NOX控制器此外實驗測量當地的OpenFlow島上證明開發原型的性能。

dragon9621
底線

dragon9621
底線

dragon9621
底線

dragon9621
高亮
負載均衡器在每一個企業網絡中的決定性作用，因為它們經常作為切入點，對性能和網絡的可用性產生重大影響。

dragon9621
高亮
他們分發接收服務器工作負載複製的服務器陣列，以服務更多的客戶以最小的延遲和最大的吞吐量。此操作需要在IP報頭中的目的地址轉換的重寫。

dragon9621
底線

dragon9621
高亮
此操作需要在IP報頭中的目的地址轉換的重寫。在一個公網IP的傳入請求傳播到服務器，反之亦然的專用子網。經常應用的負載均衡策略，包括諸如循環賽，隨機的，基於負載的或基於連接的平衡策略。

dragon9621
高亮
生態足跡網絡效率增加，在服務可用性方面有代價的，因為負載均衡器往往代表一個邏輯單點故障。

dragon9621
高亮
這個問題通常通過複雜的群集解決方案，這在另一方面，需要深刻理解給藥，常常與知識的專用硬件解決方案解決。然而負載均衡器是先進的數據中心，他們提供的服務的狀態至關重要。

dragon9621
高亮
為了消除在數據中心中的入口點的複雜性，從而降低發生故障的概率，我們分析選項以除去分開的硬件部件，並與現有的交換和路由元件集成的負載平衡功能。

dragon9621
高亮
基本的這項研究是OpenFlow的方法來適應網絡[1]的設計。的負載平衡算法應用到自適應交換機的條目，所以這兩個步驟的操作 - 查詢目標的查詢，以確定服務器的轉發的定義 - 概括成在相應的開關的溢流表的改性音響陽離子。

dragon9621
高亮
這種方法消除了需要為特定的平衡組分，並允許可擴展和高效的解決方案，因為負載均衡算法可以選擇基於不同的參數，例如目標服務，所施加的協議，當前的負載情況下，源IP地址等。

dragon9621
高亮
最後，通過將多個開關的功能性，我們消除了單點故障。在最壞的情況下，一個服務網絡可能是脫機狀態，而其它業務網絡操作不中斷，不同於數據中心完全依賴於（集群）的負載平衡器。

dragon9621
高亮
對於大型數據中心的應用程序所提出的方案的可行性在現有OpenFlow的島嶼，這是在歐盟資助的項目範圍奧費莉亞卡爾創建支持性能測試[2]。

dragon9621
高亮
剩餘紙張的結構安排如下。下一節將給出關於OpenFlow的技術和新的負載均衡概念的實施主要組成部分的簡短概述。

dragon9621
高亮
在OpenFlow的[1]方法的目的是創建一個獨立於供應商的，標準化的接口，交換機上添加和刪除溢流項。因此，網絡流量可德音響動態地定義基於網絡的當前狀態和期望的載荷。

dragon9621
高亮
的實現是基於一個API，它允許流量表代表交換機的轉發決定的莫迪網絡陽離子。流量表由溢流項[3]編譯頭信息和行動之間的映射，以及執行為每個條目的計數器。

dragon9621
高亮
頭是圖案對分組報頭中的匹配處理。典型的動作是例如交換或路由操作就像一個數據包丟棄，轉發或重寫，並轉發到一個端口或端口。

dragon9621
高亮
對於分組和溢流進入每場比賽，計數器遞增，從而使的交換機，端口和流量的使用情況進行了統計分析。此信息被用於下一適應步驟，使網絡配置如下的網絡條件。


of the switches, ports or flows. This information is used in the
next adaptation step, so the network configuration follows the
network conditions.

The OpenFlow protocol offers control of a switch on the
ISO layers 1 to 3. A network administrator defines the flows
and let them process with full line rate on the switching
hardware. An OpenFlow controlled switch is represented by
a packet forwarding hardware acting on the base of external
controlled demands. The basic approach of this procedure is
to have a centralized control instance where all switches are
connected with. This allows to have a single entry point for the
whole network administration where all forwarding decisions
of the packet flows are set.

Currently, there are several OpenFlow controllers available
e.g. Beacon [4], Trema, Maestro [5] and SNAC [6]. Some
are Open-source and others are commercial and proprietary.
In general it is possible to program an own controller using
the OpenFlow specification [3]. NOX [7] is an Open-source
controller platform which provides a plug-in interface. It was
developed at the Stanford university. This allows researchers a
fast implementation process of specialized controller-modules
in C++ or Python which work on top of NOX using the
NOX library. These individual controller modules can deal
with traffic that uses new protocols or handle innovative layer
two routing algorithms for example.

%}OWViSOI‘ [8] is an application that acts as a policy based

penFlow controller proxy. It creates the possibility to slice
the network resources and use a different controller for every
slice. The input and output interface of FlowVisor is a socket-
connection speaking the OpenFlow protocol. This makes it
transparent for the controllers and switches. The application
itself is controlled via a dedicated XMLRPC or CLI interface.
The slices or rather flow spaces can be defined and configured
with these interfaces. The slicing mechanism creates the option
for using different controllers on different parts of the network,
see also figure 2. Every slice is assign to an own controller.
Slices can be defined over the full spectrum of the OpenFlow
API. This means from a physical port base layer (L1) up to
the source or destination port (L3) of a TCP packet.

Thus a special controller for every kind of network traffic
could be implemented to optimize or generally selectively
affect the packet forwarding process in a slice. This also
includes the option of different packet routes depending on
the kind of traffic or purpose i.e. research or productive.

Deploying OpenFlow to datacenters provides benefits which
enhance different requirements i.e. scalability [9]. Existing
publications dealing with the thematic and advantages of
load-balancing with OpenFlow using HTTP [10], [11] traffic.
In a variety of scenarios they analyse the advantages and
performance aspects using a single switch [12] or a network
of switches to demonstrate the new processing technique and
its opportunities.

All these concepts deal with a single type of traffic which
is balanced with comparing the different algorithms to serve
the servers. But in a data center the common use-case is
to balance different services with different demands. So the

primary objective for us is to_focus on a new concept for
balancing different kinds of traffic in a server network.

III. ARCHITECTURE

The key idea of OpenFlow load balancing concept for
multiple services is the replacement of the expensive and
statically defined hardware components in data centers through
OpenFlow controllers using the local network infrastructure
for implementation of the load balancing strategies. The ar-
chitecture is based on multiple controllers — one controller per
service network — that forward the incoming messages to the
target servers. Figure 1 shows the generalized physical topol-
ogy approach of a local OpenFlow server network which is
controlled with different NOX controllers using the Flow Visor
slicing tool.

NOX-0

FlowVisor — NOX-1

NOX-N

Fig. 1. Topology structure concept for multiple service load-balancing with
OpenFlow

The distributed and dedicated nature of the controllers offers
the chance to adapt the balancing policies to a-priori known
processing pattern but also to the current load of the network.
Moreover, a fail-over functionality can be implemented easily,
as the controllers can take over the management for two or
more service networks, if necessary.

Even more the controller has knowledge about the con-
nection of the switches and servers and can provide features
like OSPF and port-channels to improve the workload and
network performance. In this concept it is feasible to distribute
service requests to a single IP up to a subnet and forward
them to the responsible server. One of the main advantages
of this concept is that OpenFlow provides a native statistic
environment for the controller implementation which is used
as a load balancer. With the OpenFlow counters and a kind
of server agent that collects load information of the services
it is possible to implement an algorithm which have a de-
terministic knowledge of all network components reaching
form all routing and switching nodes and their capacity up
to the workload of the services in the server arrays. Another
interesting thematic is the granularity of this concept. The
default approach for granularity in a network is the separation
into different subnets. If this is achieved every subnet could
use an own FlowVisor with the associated load-balancing
controllers. But in general FlowVisor could be used recursive
which still provides a centralized OpenFlow control point with
the option for extensions.
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dragon9621
高亮
在OpenFlow的協議提供了在ISO層1至3網絡管理員去連接網元流量開關的控制，並讓他們與交換硬件的全線速處理。

dragon9621
高亮
一個OpenFlow的受控開關是由一個數據包轉發硬件作用的外部控制的需求的基礎上表示。

dragon9621
高亮
這一過程的基本方法是有一個集中控制的實例，所有的交換機都與連接。這允許有一個單一的入口點，其中數據包流的所有轉發決策都設置了整個網絡管理。

dragon9621
高亮
目前，有幾種OpenFlow的控制器可如信標[4]，山黃麻，大師[5]和SNAC[6]。有些是開源和其他人是商業和專利。

dragon9621
高亮
一般來說，可以通過編程的OpenFlow的特定網絡陽離子[3]一個自己的控制器。氮氧化物[7]是一個開放源代碼的控制器平台，該平台提供了一個插件接口。它是在斯坦福大學開發的。

dragon9621
高亮
這使得研究人員專業化控制器模塊在C + +或Python對NOx的頂部使用NOX庫，工作快速實施過程。這些單個控制器模塊可以處理使用新的協議或辦理創新二層路由算法，例如交通。

dragon9621
高亮
FlowVisor[8]是作為一個基礎的政策的OpenFlow控制器代理的應用程序。它創建切片的網絡資源和使用不同的控制器為每個切片的可能性。

dragon9621
高亮
FlowVisor的輸入和輸出接口是承插連接，講的OpenFlow協議。這使得透明的控制器和開關。應用程序本身將通過專用的XMLRPC或CLI界面進行控制。

dragon9621
高亮
切片或相當溢流空間可以定義和配置成與這些接口。切片機制創建用於使用在網絡的不同部分不同的控制器，還參見圖2中的選項。

dragon9621
高亮
每片被分配到自己的控制器。切片可德網絡定義在OpenFlow的API的全譜。這意味著從一個物理端口基礎層（L1）到一個TCP數據包的源或目的地端口（L3）。

dragon9621
高亮
因此，對於每一種網絡流量的一個特殊的控制器可以被實現，以優化或者通常選擇性地影響了數據包轉發過程中的切片。這還包括根據其種類的流量或目的即研究或生產性的不同的數據包路由的選項。

dragon9621
高亮
部署OpenFlow的數據中心提供給付的增加有不同的要求，即擴展性[9]。涉及的主題和現有優勢與出版物OpenFlow的負載均衡使用HTTP[10]，[11]流量。

dragon9621
高亮
在各種情況下，他們使用一台交換機[12]或交換機網絡來演示新的加工技術，它帶來的機遇分析的優勢和性能方面的問題。

dragon9621
高亮
所有這些概念涉及單一類型的流量是有比較不同的算法來服務的服務器平衡。但在一個數據中心的共同的用例，是用不同的需求平衡不同服務。

dragon9621
高亮
所以對我們的主要目標是專注於一個新的概念來平衡不同類型的流量在服務器網絡。
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底線

dragon9621
高亮
OpenFlow的負載均衡的概念，多業務的核心思想是在數據中心的成本和靜態定義的硬件組件，通過OpenFlow的控制器使用實施負載均衡策略的本地網絡基礎設施的更換。

dragon9621
高亮
該結構是基於多個控制器 - 每服務網絡中的一個控制器 - 該傳入消息轉發給目標服務器。圖1示出了被控制以使用FlowVisor切片工具不同的NOX控制器的本地OpenFlow的服務器網絡的廣義物理拓撲的方法。

dragon9621
文字方塊
i-Net?

dragon9621
高亮
控制器的分佈式和專用的性質提供給平衡策略適應的先驗已知的加工圖案，而且對網絡的當前負載的機會。此外，故障轉移功能可以很容易地實現，因為控制器可以接管管理的兩個或更多的服務網絡中，如果有必要的。

dragon9621
高亮
更控制器具有知識的交換機和服務器的連接，並可以提供的功能，如OSPF和端口信道以提高的工作量和網絡性能。

dragon9621
底線

dragon9621
高亮
在這個概念有可能分配服務請求到一個單一的IP到一個子網，並將其轉發到對應的服務器。之一的這一概念的一個主要優點是，OpenFlow的為控制器的實現，它被用來作為負載平衡器天然統計環境。

dragon9621
高亮
隨著OpenFlow的櫃檯和一種服務器代理的收集裝載服務的信息就可以實現一個算法，它擁有所有的網絡組件達到表單中的所有路由和交換節點和它們的能力到服務的工作量確定性知識在服務器中的陣列。

dragon9621
高亮
另一個有趣的主題就是這個概念的粒度。對於粒度在網絡中的默認方法是分離到不同的子網。如果做到這一點每個子網可以使用自己的FlowVisor與相關負載平衡控制器。但總的來說FlowVisor可以使用遞歸仍然為用戶提供了擴展選項的集中OpenFlow的控制點。

dragon9621
便利貼
FlowVisor?使網絡虛擬化通過將物理網絡劃分成多個邏輯網絡。
-FlowVisor is a special purpose OpenFlow controller that acts as a transparent proxy between OpenFlow switches and multiple OpenFlow controllers.
-FlowVisor creates rich ''slices'' of network resources and delegates control of each slice to a different controller 
  -Slices can be defined by any combination of switch ports (layer 1), src/dst ethernet address or type (layer 2), src/dst IP address or type (layer 3), and src/dst TCP/UDP port or ICMP code/type (layer 4).
-FlowVisor enforces isolation between each slice, i.e., one slice cannot control another's traffic.


The figure 2 shows an example of a sliced network with
four slices, each with two servers handling one service. In
this case the servers of a slice are neighbors but generally
the slicing technique allows any possible combination between
them. This also allows the flexible extension of the system.
The slices are defined with the FlowVisor application and each
slice is controlled with an own controller. It is also possible
to control every switch with an own controller but that creates
a decentralize network as today. However, in this concept it
is possible to use a flexible combination of distributed servers
and switches or parts of switches building slices for every
service and his controller or rather load balancer. This helps
also distributing the forwarding workload from one device to
several devices which improves numerous critical aspects as
mentioned before the reliability.

Fig. 2.

Simple network example with four slices.

The architecture uses a NOX-based controller which im-
plements a load-balancing algorithm. This controller works
on a network slice defined by FlowVisor. If a new service
connection request is detected by e.g. the ingress port of the
top of rack switch or main router, depending on the granularity
of the implemented model, it is passed to the FlowVisor
application. The, the FlowVisor decides depending on the
header information of the packet and his slice policies to which
controller it has to be forwarded.

For example, an incoming packet with the destination port
80 is forwarded to the controller which handles the HTTP
load balancing. Generally, new services request respectively
flow request is delegated by FlowVisor to the corresponding
controller. The controller sends the indication of the FlowTable
entries back to FlowVisor where they are forwarded to the
corresponding switches in the OpenFlow network. The indi-
cation contains the packet header rewrite information as well
as the forwarding path. This process defines the rules for the
switched forwarding of the flows through the local network.
The path itself depends on the balancing algorithm as well as
the switch where the header rewrite is processed due to the
available resources and their distribution.

Table I and Table II are examples of the packet rewrite
which is done in both directions. At the first time on an
incoming packet and the second time on an outgoing packet.

[ Src. 1P [ Dst. TP [ NewDst. IP [ Cu ]
1.2.3.4:12345 5.6.7.8:80 10.0.0.10:80 A
2.3.4.1:23451 5.6.7.8:80 10.0.0.11:80 A
3.4.1.2:34512 5.6.7.8:21 10.0.1.10:21 B
4.1.2.3:45123 5.6.7.8:80 10.0.0.12:80 A
1.2.4.3:51234 5.6.7.8:21 10.0.1.11:21 B

TABLE 1
INCOMING PACKET HEADER REWRITE WITH CONTROLLER MAPPING
PATTERN

[ Src. TP [ Dst. IP [ NewSrc. IP [ Cu ]
10.0.0.10:80 1.2.3.4:12345 5.6.7.8:80 A
10.0.0.11:80 2.3.4.1:23451 5.6.7.8:80 A
10.0.1.10:21 3.4.1.2:34512 5.6.7.8:21 B

TABLE II

OUTGOING PACKET HEADER REWRITE

This is done, for example, in the ingress/egress switching node
of the server network and is processed with line rate on the
hardware with the flow-table information that the controller
has set at the first flow request. For clients form the internet it
looks like all request are handled by one server independent
from the requested service. Furthermore it is also possible
to handle request to different IP’s with the same method.
Table I also shows the mapping of the requested service,
represented by the port number, and the controller with the
specialized balancing algorithm which delegates the request
to the responsible server array.

IV. IMPLEMENTATION

For the first evaluation we implemented a round robin load-
balancing algorithm as a plugin for the OpenFlow controller
NOX. This plugin is implemented in c++ and adapts the NOX
platform. To get a loadbalancer as proposed the plugin have to
advice the switch to act as a device with different interfaces.
This is done by answering ARP requests for the associated
ip’s of this device and delegate them to the next host out of
the server pool by replacing the ip of the endhost with the
device ip and mac. In the second step this is also done with
the incoming IP connection as described before.

The implemented NOX-plugin is structured into three main
parts. In the first part all packets where doped which should
not be processed like LLDP packets. In the second part ARP
request where handled for simulating the virtual loadbalancing
device by directly sending packets out of the switch back
to the requesting device. This operation is processed by the
plugin itself. In the third and last part all traffic between the
clients and server hosts where handled by rewriting MAC and
IP address of the source and destination. Therefore a linked
list is used where all processed client request are temporarily
stored with their ip, port and server destination ip until the
server answer rewrite is done. This process is established by
setting up flow modification entry’s for a forwarding between
client and server with partial replacement of the Layer two

LLDP packet?
Link Layer Discovery Protocol
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圖2示出了切片網絡與四片，每兩個服務器處理一個服務的一個例子。在這種情況下，切片的服務器是鄰居，但一般的切片技術允許在它們之間的任何可能的組合。
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這也使系統的靈活的擴展。該切片德網絡定義與FlowVisor應用程序，每個切片進行控制用自己的控制器。它也可以控制與自己的控制每一個開關，但創建一個分散的網絡今天。
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然而，在此概念也可以使用分佈式服務器和交換機或交換機建築切片部分的靈活的組合為每一個服務和他的控制器或相當的負載平衡器。這也有助於分配從一台設備的轉發工作負載的可靠性，前面提到的提高許多關鍵方面的一些設備。
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該架構採用它實現了負載均衡算法的NOx為基礎的控制器。該控制器工作在一個網絡切片德網絡由FlowVisor定義。如果一個新的服務連接請求被檢測到，例如機架開關或主路由器的頂部的入口端口，這取決於所實現的模式的粒度，它被傳遞給FlowVisor應用。的，該FlowVisor做出決定取決於分組和向其中控制器具有要被轉發的報頭信息其切片的政策。
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例如，在目的地端口80進入的數據包被轉發到該處理HTTP負載平衡控制器。一般情況下，新的服務請求恭敬地溢流請求被FlowVisor委託給相應的控制器。
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控制器發送在那裡它們被轉發到相應的交換機中的OpenFlow網絡流表項返回FlowVisor的指示。在表明存在包含數據包首部重寫信息，以及轉發路徑。
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這一過程去音響未列名的流量通過本地網絡的切換的轉發規則。路徑本身依賴於均衡算法以及其中標題重寫時，由於可利用的資源和它們的分佈處理的開關。
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表I和表II中的數據包改寫它在兩個方向上進行的例子。在第一次輸入分組和所述第二時間上的輸出數據包上。
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這樣做，例如，在服務器網絡的入口/出口的交換節點，並與線速度與所述溢流表信息，該​​控制器設置在第一個網絡連接溢流請求的硬件處理。對於客戶形成了互聯網它看起來像由一個獨立的服務器從請求服務處理的所有請求。
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此外，也可以以處理請求到不同的IP與該方法相同的方法。表I還示出了所請求的服務，通過該端口號來表示，並與各專門均衡算法代表的請求到負責的服務器陣列控制器的映射。
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對於網絡首先評估我們實施了循環賽負載平衡算法作為一個插件的OpenFlow的控制器氮氧化物。這個插件是用C+ +實現，以適應NOX平台。

dragon9621
高亮
為了得到一個負載平衡器所提出的插件有意見，作為與不同的接口的設備的開關。這是通過回答了相關的IP的這種設備的ARP請求，並通過更換終端主機與設備的IP和MAC的IP他們委託給下一個主機從服務器池的實現。在第二步驟中這個也做得與進入的IP連接，如前所述。
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在實施NOX-插件的結構分為三個主要部分。在網絡連接第一個部分，其中摻雜的所有數據包，不應像LLDP報文進行處理。在第二部分中的ARP請求被直接發送數據包。交換機返回給請求設備模擬的虛擬負載平衡設備，其中處理。
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文字方塊
LLDP packet?
Link Layer Discovery Protocol
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這個操作是通過插件本身進行處理。在第三和最後部分的客戶端和服務器的主機之間的所有通信都通過重寫源和目的地的MAC地址和IP地址來處理。
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因此，一個鍊錶時，所有處理客戶端的請求被暫時存放與自己的IP，端口，服務器的目的IP，直到服務器的答案改寫完成。
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這個過程是通過設置溢流改性陽離子科幻作品對客戶端和服務器之間的轉發與兩層三頭的部分替代確立。


and three header. The whole forwarding and replacement
operation is done with five OpenFlow actions, consisting of
the particular layer two and three rewrite actions as well as an
output action. This process is done in the switch by sending
a flow modification entry from the plugin to the switch which
ends up in the corresponding flow table entry. The plugin
currently uses an idle flow timeout value of five seconds and
a permanent hard timeout which means that a flow only times
and is removed out of the flow table if the connection in not
used for five seconds. For testing and scientific measurements
this this is a good value but in production usage it should be
adapted to the service for e.g. increasing performance or keep
the session status alive.

V. EXPERIMENTAL EVALUATION

We tested the proposed software defined networking model
using the local OpenFlow island created at the TU Berlin in
the scope of the EU-funded project OFELIA. The available
hardware includes three NEC IP8800/ S3640-48TW switches
and one HP5400 switche as well as an Ixia T1600 testing
system. The NEC switches are OpenFlow hardware processing
capable and use a productive firmware image. On the other
hand the HP work with a research firmware image which only
processes L2 type 0x0800 (IPv4) forwarding in hardware but
not the required header rewrite which is processed in software.
Both switches work with OpenFlow version 1.0.

Time in ms
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a 20 40 60 B8O 100 120

Packet Number

Fig. 3. Latency

The experimental evaluation is focussed on the OpenFlow
performance of network elements more precisely an NEC
OpenFlow switch and the feasibility of the proposed concept.
The measured values are collected with the load-balancer con-
troller implementation described in section IV on FlowVisor
based slices.

The first measurement is collected as a reference in a port
based slice with no other traffic. Figure 3 shows the latency
between two virtual XEN machines in the slice which are

Bandwidth in
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Fig. 4. Bandwidth of the refernce LB performance in one slice

physically connected to the NEC switch over Linux bridges.
Figure 4 shows the bandwidth between these hosts. The
latency values were measured with ICMP packets and the
bandwidth with iperf tool and a TCP connection setup. The
second values showen in figure 5 are collected to verify the
functionality of the proposed model using two load-balancers
in two vlan based slices sharing the same ports.

Latency: 2.066 ms
Bandwidth: untagged 7.89 MBit/s
tagged 6.46 MBit/s
TABLE III

MEASUREMENT OF AVERAGE VALUES IN A SINGLE SLICE

Bandwidth: slicel 2.83 MBit/s
slice2 3.53 MBit/s
sum 6.36 MBit/s

TABLE IV

MEASUREMENT OF AVERAGE VALUES WITH PARALLEL LB IN TWO SLICES

The measured performance of the reference is only round
about one percent of the performance which is deliverd by the
nox switching plugin. The conclusion of this is that currently
neither NEC nor HP switches provide OpenFlow hardware
processing support for layer three actions. In general it would
be very interesting to test the implementation on an full
hardware supported OpenFlow platform which is currently not
available.

This implementation provides a complete NAT based load-
balancing with destination and source NAT. An other option
is the flat load-balancing which works only with destination
NAT where the Load-balancer have to be the network gateway
which is in conflict with the distributed approach of this paper.
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整個轉發和置換操作，是用網絡連接已經OpenFlow的動作，由該特定層2和3的重寫動作以及輸出動作。這個過程在交換機發送一個溢流改性音響陽離子從插件條目到其終止於相應的溢流表條目中的交換機完成。
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該插件目前使用的空閒溢流超時音響的值已經秒和永久硬超時這意味著一個溢流只次，並除去了溢流表，如果使用網絡連接在沒有連接已經秒。對於測試和科學測量這本很好的價值不過是在生產使用它應當適應於如服務提高性能或維持會話狀態活著。
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我們利用在柏林工業大學，在歐盟資助的項目奧費莉亞卡爾範圍創建的本地OpenFlow的海島測試所提出的軟件定義網絡模型。可用的硬件包括三個NEC IP8800/ S3640-48TW交換機和一台HP5400交換機以及一個Ixia公司的T1600測試系統。
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NEC的交換機能夠OpenFlow的硬件處理，並使用高效連接的固件映像。另一方面在HP工作與其中僅處理L2類型為0x0800（IPv4）的轉發硬件而不是在軟件處理所需要的頭重寫一個研究音響固件映像。這兩款交換機工作與OpenFlow的1.0版本。
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實驗評估側重於網絡元素的OpenFlow的表現更精確的NEC的OpenFlow的交換機和提出的概念的可行性。測量值採集與FlowVisor基於切片第四節中描述的負載均衡控制器實現。
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第一測量被收集作為在基於端口切片的參考，沒有其它的流量。圖3示出了在物理上連接到NEC交換機上的Linux橋接片的兩個虛擬XEN機之間的延遲。圖4示出了這些主機之間的帶寬。
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延遲值測量的ICMP報文，iperf的工具和一個TCP連接的帶寬。在圖5所示的第二值被收集到驗證使用兩個負載平衡器在兩個VLAN基片共享同一個端口所提出的模型的功能。
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參考所測量的性能是通過在NOx轉換的插件提供的性能的唯一圓大約百分之一。這樣做的結論是，目前沒有NEC和HP交換機為三層行動OpenFlow的硬件處理的支持。一般來說這將是非常有趣的測試上支持OpenFlow的平台，一個完整的硬件是當前不可用的實現。
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此實現提供了完整的基於NAT的負載與目的地址和源地址轉換平衡。的另一種選擇是扁平的負載平衡這僅適用於目的地所在的NAT負載均衡必須要這與本文的分佈式方法衝突的網關。


_ Bandwidth in
MBit/s == slicel
== slice2
0 100 200 300 400 500
Timein s
Fig. 5. Bandwidth with two slices using one load-balancer per slice

In that case the controller-switch combination can reduces the
rewrite complexity by the four byte long client IP but have to
handle the whole routing instead.

VI. CONCLUSION

This architecture combines different innovative solutions in
one concept and transfer them to a new technology. From the
opportunity of port filtering to the handling of different service
depended load-balancers and everything works on the top of
the normal switched network infrastructure. This has several
advantages:

no additional hardware

dedicated and specialized balancing algorithm implemen-
tations depending on the requirements of services and
workloads

flexible extensions of server hardware

flexible extensions of services

complete modular controller (load-balancer) structure
redundant network paths for reliability

enhancing network scalability

enhancing network granularity

Summarizing these issues it is an interesting concept for
improving today’s data centers and port them to an innovative
future internet architecture.
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高亮
這種架構結合了不同的創新解決方案於一體的概念，並將其轉移到一個新的技術。從端口過濾到不同的服務相關的負載平衡器的處理和一切機會工作在正常的交換網絡基礎設施的頂部。
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總結這些問題，這是一個有趣的概念改善當今的數據中心，並將其移植到一個創新的未來互聯網體系結構。
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不需要額外的硬件。 
敬業和專業均衡算法的實現依賴於服務和工作負載的要求。 
服務器硬件的靈活擴展。 
服務的靈活擴展。 
提高了網絡的可擴展性。 
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在這種情況下，控制器的開關組合可以降低由四字節長的客戶機IP重寫複雜性，但必須處理整個路由來代替。


