The Design and Implementation
of an Audio Recording Service In
Push-to-Talk (PTT) Systems
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Protocols in SIP(Session Initiation Protocol) Phone

-Application Layer : SIP SDP(Session Description Protocol)
-Transport Layer : UDP(User Datagram Protocol)

TCP(Transmission Control Protocol)
RTP(Real-Time Protocol)

~Network Layer . IPv4 or IPv6



Environment and tools
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ubuntu
18.04

pjproject-2.9 pjsua Linphone SIP Server
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PJSIP ZE%

APPLICATION

pjsua

PJSUA-LIB
High Layer User Agent Library integrating SIP, Media, and NAT Traversal

PISIP-UA
SIP user agent library

PIMEDIA-CODEC

PISIP-SIMPLE

‘&-‘ Codec Integration library SIP Presence and Instant Messaging
<
E PIMEDIA
'é SDP, SOP negotiation, and Media Stack g b =,:my
o
2 PINATH
§ NAT traversal library
PJLIB-UTIL
Utilities ibeary
PJLIB
0S Abstraction and Base Framework

Operating System [ Platfiorm Dependent
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Approach |
<pcap.h>
Sniff packets from network interface card
Set filter (packets, host, port)
<pjsua.h>

Save packets into pcap file

Convert pcap file into wav file or other types of audio file
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<pjsua.h>

Get sound device info from local endpoint (microphone)
Create and connect sound device port and write-in port
Connect caller’s port and recorder
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pjmedia_stream
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Demo
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buntu [E177%] - Oracle VM VirtualBox =

#®E BE 'amA EE =B

Activities [=] Terminal ~ = 18:20

oscar@oscar-VirtualBox: ~/pjproject-2.9/pjsip-apps/src/samples
File Edit View Search Terminal Help
oscar@oscar-VirtualBox:~/pjproject-2.9/pjsip-apps/src/samplesS gcc my simple_pj
sua.c "pkg-config --cflags --1libs libpjproject"’
oscar@oscar-VirtualBox:~/pjproject-2.9/pjsip-apps/src/samplesS ./a.out sip:109@
192.168.1.184 mywav.wav]]
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PC to PC
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Activities ] Terminal ~ = 18417 2. 0 [ ~ [ Activities [ Terminal = = 1817
oscar@oscar-VirtualBox: ~/pjproject-2.9/pjsip-apps/src/samples — Xl - ] G oscar@oscar-VirtualBox: ~/pjproject-2.9/pjsip-apps/src/samples
File Edit View Search Terminal Help . File Edit View Search Terminal Help

oscar@oscar-VirtualBox:~/pjproject-2.9/pjsip-apps/src/samples$ cat my_simple_pj ‘ oscar@oscar-VirtualBox:~/pjproject-2.9/pjsip-apps/src/samplesS cat simple pjsua
sua.c e
$Id: simple_pjsua.c 3553 2011-05-85 06:14:19Z nanang $ */ I I 5* $Ids */
- *
Copyright (C) 2008-2011 Teluu Inc. (http://www.teluu.com) - Copyright (C) 2008-2011 Teluu Inc. (http://www.teluu.com)
* Copyright (C) 2003-2008 Benny Prijono <benny@prijono.org> * Copyright (C) 2003-2008 Benny Prijono <benny@prijono.org>

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
(at your option) any later version.

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful, This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the : MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details. UbuntuSoftvare “ublic License for more details.

* ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥

You should have received a copy of the GNU General Public License * You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software - * along with this program; if not, write to the Free Software

Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA ©2111-1307 L Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA 02111-1307
*/

* ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥ ¥
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simple_pjsua.c simple_pjsua.c
This is a very simple but fully featured SIP user agent, with the This is a very simple but fully featured SIP user agent, with the
following capabilities: following Fapabl}ltles:

- SIP reaistration - SIP registration
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WireShark &

£ Capturing from EE S5+ 12 — O >
File Edit View Go Capture Analyze Statistics Telephony ‘Wireless Tools  Help
md® RE R ez I /EQAQAQHE

(W | Apply & display filter - <Ctel-f» | ~| Expresione- 4+

Ma. Time Sonme Diestination Protocol Length  Info

— 1 @.eee008 192.168.1537.121 192.168.1.184 SIP/SDP 1337 Status: 200 Ok |
2 8.819134 192.168.1.184 192.168.1537.121 5IP 736 Request: ACK sip:189@192.168.1.112:61449;transport=udp;ap..
3 8.812899 192.168.1.184 192.168.1537.121 SIP/SDP 1227 Request: UPDATE sip:189@192.168.1.112:61449;transport=udp..

: 4 B.858282 192.168.1537.121 192.168.1.184 S5TUN 62 Binding Request

! 5 8.858283 192.168.1537.121 192.168.1.184 RTCP 62 7879 - 4881 Len=28
6 8.477448 192.168.1.184 192.168.1537.121 5IP/SDP 1227 Request: UPDATE sip:189@192.168.1.112:61449;transport=udp..

: 7 8.518471 192.168.1537.121 192.168.1.184 STUN 62 Binding Request

! 8 8.51e471 192.168.1537.121 192.168.1.184 RTCP 62 76879 - 4881 Len=28

! 9 8.51/892 192.168.1537.121 192.168.1.184 RTP 114 PT=speex, SSRC=8x5BAJB6BE, Seq=8, Time=3492746329

! 18 8.535925 192.168.1537.121 192.168.1.184 RTP 114 PT=speex, S5S5RC=8x5B47B6BE, Seq=1, Time=3492746649

! 11 @.555378 192.168.1537.121 192.168.1.184 RTP 114 PT=speex, SSRC=Bx5BAJB6BE, Seq=2, Time=3492746969

! 12 8.576384 192.168.1537.121 192.168.1.184 RTP 114 PT=speex, S5S5RC=0x5B47B6BE, Seq=3, Time=3492747289

! 13 B8.595842 192.168.1537.121 192.168.1.184 RTP 114 PT=speex, SSRC=8x5BAJB6BE, Segq=4, Time=3492747689

! 14 B.615986 192.168.1537.121 192.168.1.184 RTP 114 PT=speex, S5S5RC=0x5B47B6BE, Seq=5, Time=3492747929

! 15 B8.635674 192.168.1537.121 192.168.1.184 RTP 114 PT=speex, SSRC=Bx5BAVB6BE, Seq=6, Time=3492748249

! 16 B.656181 192.168.1537.121 192.168.1.184 RTP 114 PT=speex, S5S5RC=0x5B47B6BE, Seq=7, Time=3492748569

! 17 B8.676487 192.168.1537.121 192.168.1.184 RTP 114 PT=speex, SSRC=Bx5BAJB6BE, Seq=8, Time=3492748889

! 18 B.696661 192.168.1537.121 192.168.1.184 RTP 114 PT=speex, S5S5RC=8x5B47B6BE, Seq=9, Time=3492745289

E 19 8.718188 192.168.1537.121 192.168.1.184 RTP 114 PT=speex, SSRC=0x5BAJBGBE, Seq=18, Time=3492749529

20



*E:T:tﬁ\‘.‘l

code

21



= 3
>

L = - 00
ry_= ’.. = ‘ .-

RREER

1A
oY nfd

22



N
J/%\

I

JSES

M7y
iR

L
=

//\%
=

" ® =
——oW o—6¢o **




Z& Rk

Pjproject-2.9 compile : https://blog.csdn.net/dreamInTheWorld/article/details/72049800

Pjsip API Z FimiBag : https:/blog.csdn.net/qq_27788177/article/details/104675061

Audio file transmission using C : https://stackoverflow.com/questions/9166998/transmission-of-audio-file-using-c-sockets

PJSIP ZR#&E[E] : https://www.elinext.com/blog/using-pjsip-library-in-server-and-client-applications/
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